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Payment-Card Fraud:  
Are You Protected?
by Brian Deveau, Partner, and Troy Hawes, IT Consultant

The theft of payment-card data is a major problem 
worldwide—and it’s getting worse. A recent report found 
67 percent of all credit and debit card data breaches occur 
in hospitality, food, and beverage businesses and 18 
percent in retail businesses, putting most tribes at risk. 
You may already be aware of some of the major incidents:

•	 A security breach compromised payment-card data 
from several Radisson hotels across the US and Canada 
in 2009.

•	 Three separate hacking incidents, over a 12-month 
period in 2009 and 2010, affected 37 Wyndham hotels.

•	 Data from 3,400 credit cards was stolen from Marriott 
and Westin hotels in March and April of 2010.

•	 Card information from 90 Michaels stores in 20 states 
was stolen in May of 2011.

Thieves are becoming very sophisticated, and tribal 
businesses are increasingly vulnerable to data breaches. 
If a breach does occur, a tribe could incur a number of 
unexpected costs, including those related to finding and 
correcting the breach, dealing with potential litigation, 
paying possible increased regulatory fees, and fixing the 
damage to the organization’s reputation.

So how can you protect your tribe from payment-card 
fraud? The best protection is to ensure your businesses 

comply with the Payment Card Industry Data Security 
Standard (PCI DSS). Created in 2006 by VISA, MasterCard, 
and other payment companies, the standard requires 
merchants who process, transmit, or store payment-
card data to comply with a set of rules and go through a 
self-assessment or, in some cases, an independent audit. 
The standard also applies to companies that outsource 
card processing, and it includes over 200 specific 
requirements that fall into these broad categories:

•	 Secure networks. Companies must install and maintain 
a firewall and change default passwords.

•	 Protection of cardholder data. Card data should be 
encrypted during transmission as well as at rest.

•	 Vulnerability management. Antivirus programs, 
securely developed software, and system patches need 
to be in place.

•	 Access controls. Physical and logical access to card 
data should be restricted. 

•	 Monitoring and testing. Systems should be continuously 
evaluated for vulnerabilities.

•	 Information security policies. Security protocols need 
to be addressed and formalized.

Tribes should take three steps to comply with the PCI DSS 
requirements:

1. Assess. Identify cardholder data and take inventory 
of IT assets and business processes related to 
payment cards, and then check for vulnerabilities.

2. Remediate. Fix vulnerabilities and ensure only 
required cardholder data is stored. 
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3. Report. Submit remediation validation records and 
compliance reports to the bank and card brands 
involved in the business.

The PCI DSS is very detailed and complex: The potential 
risks of not fully complying could be very high. It’s 
recommended that organizations use a qualified security 
assessor (QSA), authorized by the PCI DSS governing 
body, to validate their compliance.

QSAs can provide many services, including: 

•	 Independent validations consisting of a report on PCI 
DSS compliance or an attestation on compliance for a 
higher level of assurance

•	 External network security scanning to test and validate 
security and controls over Internet-facing devices

•	 Penetration testing to assess vulnerabilities to attack by 
credit card thieves

•	 Self-assessment questionnaire assistance for internal 
audit staff to evaluate and correct deficiencies 

•	 Remediation services that help immediately fix any 
known problems or security breaches 

Using a QSA to assess your compliance could be a wise 
investment, and it could help protect against credit card 
fraud.
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nafoa faLL conference

October 12–13 | Uncasville, CT 

Join us at the NAFOA conference as 
members of the Moss Adams Tribal 
Government Group discuss financial 
topics, including:

•	 Ensuring	successful	tribal	audits

•	 GASB	update

•	 Tribal	taxation	issues	

register: www.nafoa.org/events.php

NCAIED	Honors	Moss	Adams	Partner	

The National Center for American 

Indian	Enterprise	Development	named	

Tasha Repp one of the Native American 

40 Under 40 for 2011. This award 

recognizes	existing	and	emerging	

American Indian leaders under the 

age of 40 who have demonstrated 

leadership, initiative, and dedication 

while making impressive and significant 

contributions to their businesses and 

communities. Tasha is a member of the 

Samish Indian Nation in Washington 

State and serves tribes nationwide.

Moss Adams LLP is one of only 261 companies 
in the world to be certified as a QSA.
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